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Aurora University Approved Al Tools List

As artificial intelligence technology rapidly evolves, Aurora University continuously evaluates new Al

tools for university use. Below are the currently approved applications and their permitted data types.

Some of the applications listed below may require a license and you could contact ITS for license

clarification. For detailed information about data classifications and usage guidelines, please review the

AU Information Classification Policy: https://its.aurora.edu/Documents/Policies/Information_Classification.pdf

for data protection)

publications, course outlines

Name Data Examples Of Data Allowed Examples Of Data Not
Allowed Allowed
Marketing content, public blog posts, Copyrighted materials,
Adobe Firefly Public stock photos, public company proprietary logos, unpublished
descriptions creative works
Public datasets, company press Confidential school
. . releases, non-confidential academic documents, protected health
Apple Intelligence Public L . . .
publications, course outlines information (PHI), Internal
company reports
Public datasets, company press Confidential school
ChatGPT Public relea.ses., non-confldenthl academic glocumer]ts, protected health
publications, course outlines information (PHI), Internal
company reports
Public datasets, company press Confidential school
. releases, non-confidential academic documents, protected health
Claude Public L . . .
publications, course outlines information (PHI), Internal
company reports
Public datasets, company press Confidential school
. . releases, non-confidential academic documents, protected health
Google Gemini Public L . . .
publications, course outlines information (PHI), Internal
company reports
Public datasets, company press Confidential school
NotebookLM Public relegses., non-confldentlgl academic glocumehts, protected health
publications, course outlines information (PHI), Internal
company reports
Microsoft Copilot (when Public datasets, cgmpapy press . Confidential school
. . . releases, non-confidential academic documents, protected health
logged in with AU account | Public

information (PHI), Internal
company reports

Microsoft Copilot 365

Public, Internal

Internal meeting notes, information
currently in your AU O365 account,
course outlines

Confidential school
documents, protected health
information (PHI), Internal
company reports

Aurora University
ChatGPT Edu Instance

Public, Internal

Internal meeting notes, information
currently in your AU O365 account,
course outlines. Information from your
Xand H drives.

Credit card information, highly
confidential financial, PHI and
HR data.

Stack.Al

Public, Internal

Internal meeting notes, information
currently in your AU O365 account,
course outlines. Information from your
Xand H drives.

Credit card information, highly
confidential financial, PHI and
HR data.
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